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APPENDIX 1:
Security & Governance Reference Guide for Team Owners

After the global configuration is complete
and Microsoft Teams is rolled out (either in
the pilot or enterprise phase), team owners
can further customize their individual
teams. To do this, it is helpful to be aware
of how and where settings are managed,
and which team-level user settings are
dependent on global policies.

Team owners can customize and manage
settings for the Teams they own. Global
settings are managed by the Microsoft
365 Administrator in various admin centers
including Azure Admin Portal, Security
Center, Compliance Center, and Teams
Admin Center.

Note: For team-level changes that require
adjustments in global settings, team
owners will need to coordinate with their
Microsoft 365 administrators to complete
this work.

The following reference guide is from
the appendix of our Teams Security
& Governance eBook and details
configuration rules for Teams.
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Data & Security Compliance
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Most aspects of data security and compliance are handled at the global level and can only be modified by the Office 365 administrator.
However, some customizations can be made by team owners at the Teams client level.

SETTING TYPE & DECISION POINTS TOOLS CONFIGURATION DETAILS

Authentication & Encryption

(O How can | enable Multi-Factor
Authentication (MFA) for my team?

(O How do | keep my team’s data safe?

Team Sensitivity Labels

(O Do need to set privacy level
for my team?

Document/Resource Classification

(O Dol need to limit access to a
document or resource shared
within my team?

Retention Policy

(O Dol need to increase or lower
the time period for retaining content
shared within my team?

Expiration Policies

O Dol want my team to be
automatically deleted after
a designated time frame?

Azure Admin Portal

Microsoft
Compliance Center

Microsoft
Compliance Center

Microsoft
Compliance Center

Azure Admin
Portal (Setting the
expiration policy)

Teams owners or
members (Extending
the expiration policy
by accessing any
channel of the team)

Teams is accessible through Single Sign On (SSO) as part of the Microsoft 365 application suite.
The Microsoft 365 Administrator can create conditional access policies to control access to Teams.

By default, Teams data is encrypted when at rest and in transit. It cannot be modified at Teams tenant level.

Microsoft 365 Administrator creates sensitivity labels, defines protection settings, and publishes the labels.

A sensitivity label can be applied when you create or edit a team.

Depending on your Microsoft 365 subscription, documents can be classified automatically or manually by team
owners and members.

Documents can be classified as Public, Business Use, Confidential and Restricted according to your business
rules.

Microsoft 365 administrator can create and apply different retention policies for selected team.

When a Team is created, it will not be automatically deleted unless an expiration policy is activated.

You can set a policy for an expiration policy to be initiated after a certain number of days. At that point,
team owners will receive a notification.

Notifications are sent at 30 days, 15 days and 1 day. If there is no response from the team owner or if the
team is not accessed by any team member, the team will be automatically deleted.
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SETTING TYPE & DECISION POINTS TOOLS CONFIGURATION DETAILS

Compliance Boundaries /
Information Barriers

(O Dol need to restrict communication
and collaboration between two
groups to avoid a conflict of interest
in my organization?

NEW! Communication Compliance

(O Dol need to detect inappropriate
communications and sharing of
sensitive information inside and
outside my organization?

Auditing & Reporting
(O Dol need an audit report on

activity that has occurred
on my team in the last 90 days?

E-Discovery & Legal Hold

(O Do I need to share specific data sets
with outside auditors, compliance
officers or legal entities?

External Guest Access

(O Does my team need to share
information to individuals or
groups outside the organization?

Microsoft 365
Compliance Center
using PowerShell
cmdlets

Microsoft
Compliance Center

Microsoft
Compliance Center

Microsoft
Compliance Center

Azure Admin Portal

Microsoft Teams
Admin Center

Microsoft 365 administrator can define policies designed to prevent individuals or groups from communicating
with each other or allow specific segments to communicate only with certain other segments.

Microsoft 365 administrator can define communication compliance policies to meet your business needs.

Once you create your first compliance policy, you'll start to receive activity indicator alerts after 24-48 hours.

At the global level, the admin can run a report on activity that has occurred in individual teams and across
the Teams environment. This includes who has created a team, who has deleted a team or channel, etc.

Microsoft Teams holds information for 90 days. When auditing is turned on, it collects data on information
currently held pertaining to activity that has occurred within the last 90 days.

With audit log retention policies as part of the Advanced Audit capabilities, you can retain audit logs for
up to 10 years.

E-Discovery and Legal Hold can be set in place for a fixed time period or indefinitely.

External access is controlled in global settings and can be applied to specific teams or globally.
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Teams Set-Up & Maintenance

You can change the following elements of a team to conform to your business needs. Most aspects of set-up and management can be
done directly through the Teams client, but actions that require modifications to global settings must be directed to your Office 365
administrator.

SETTING TYPE & DECISION POINTS TOOLS CONFIGURATION DETAILS

Team Creation & Naming Teams client There may be naming policies applied in the global settings that constrain your ability to name
a team within certain acceptable parameters. You can create and change the team name within

(O Dol need to add a new team name those parameters.

or change an existing name?

Channel Creation & Naming Teams client Currently, there are no naming conventions for channels. Team owners/members should observe
business rules in setting up channels.
(O Dol wantto add new channels or remove
existing channels? The General channel is automatically created and cannot be deleted.
Private Channel Creation Teams client A lock icon indicates a private channel.
(O Do I create a private channel that Team members can only see private channels that they have been added to.

limits visibility to a subset of members?

Team Description Teams client Teams descriptions can be added or modified in the Teams client at any time.

(O Do I want to add a description for my Team?

Users Teams client Addition and removal of members, owners, and guests that belong to the team can be made in the

Teams client at any time.
(O Dol want to add or remove members? d

Team Deletion & Restoration Teams client Team owners can delete a team. This is a “soft delete” that can be restored.

(for deletion) The team can be restored by the owner of the Microsoft 365 group or Microsoft 365 Administrator.

(O Dol want to delete an existing Team?
Outlook on the web or
Microsoft 365 Admin

Center (for restoration)

Deleted Microsoft 365 groups (and the related Teams contents) are retained by default for 30 days.
After 30 days, the group and its associated contents are permanently deleted and cannot be

restored.
Team Owner Transfer Microsoft 365 To request admin rights for a team, users must make the request to the Microsoft 365
Admin Center Administrator.
(O Dol need to transfer a team
to another owner? Microsoft Teams
Admin Center
Archiving Teams client Archiving a team puts the team into read-only mode within Microsoft Teams.
O Do I want to archive a Team? Microsoft Teams Microsoft 365 Admins can archive and unarchive teams on behalf of your organization via the
Admin Center Microsoft Teams Admin Center
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Teams owners can set up specific permissions and settings for members of their teams. As an admin, you may need to manage teams
used in your organization; this can be done through both the Microsoft Teams Admin Center or Microsoft Teams PowerShell module.

SETTING TYPE & DECISION POINTS TOOLS CONFIGURATION DETAILS

Add, Edit or Delete Team Members

(O Do I want to add or remove members and promote
or delete owners?

Add Additional Team Owners

(O Do I need to assign additional administrators to help
manage and maintain the Team?

Integrated Applications

Teams client

Teams client

Team owners can add, edit or delete users using the Teams client.

There may be Compliance Boundaries that prevent adding or removing some members
to your Teams.

There can be more than one team owner.

Current team owners can assign additional team owners.

Teams administrators have the option to turn on integrated applications that are part of the Microsoft 365 suite as well as third-party

applications.

SETTING TYPE & DECISION POINTS CONFIGURATION DETAILS

Integrated Microsoft Applications

(O will my organization need to surface any Microsoft
applications (e.g. Forms, Lists, Power Bl) in Teams?

Third Party Applications

(O will my organization need to surface third-party
applications (e.g. Salesforce, Workday, etc.) in Teams?

Microsoft Teams
Admin Center

Microsoft Teams
Admin Center

Microsoft 365 administrator can control which applications can be installed by users.

Microsoft 365 administrator can control which applications can be installed by users.

Approved apps are accessible through the Apps button on the Teams client.
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Microsoft Teams includes several customization features for controlling how your sensitive information is shared (or not shared)

across your organization.

SETTING TYPE & DECISION POINTS TOOLS CONFIGURATION DETAILS

Conversation & Messaging

(O users can edit posted messages?

(O Users can delete posted messages?

O Emojis, giphys, memes and stickers can be used
in conversations?

Email Integration

(O users can send emails to Channels?

Teams Meetings

(O Dol need to control the type of meetings that users can
create or the features available while in a meeting?

(O Do need to limit or control access by anonymous or
external users?

Teams Admin
Center

Teams Admin
Center

Teams client

The Org-wide setting must be set in the Teams Admin Center by the Microsoft 365
Administrator.

Team owners can place additional restrictions at the Teams client level.

Microsoft 365 administrator needs to turn this feature on to allow users to send emails
to channels.

Microsoft 365 administrators can control what features are available to users when they
join Microsoft Teams meetings; block or allow anonymous users who can join Teams
meetings; and determine how external users are admitted into Teams meetings.
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About Centric Consulting

Centric Consulting is not your typical consulting company. We live our core
values and bring them with us in all we do for our clients and community.

As a leading Microsoft partner, we have multiple certifications across the Microsoft 365 landscape and are
recognized as one of Microsoft's Top 50 Microsoft 365 Security partners. We bring the expertise you need to
ensure that your Teams experience is tailored to the needs of your organization. Our team is comprised of more
than 130 delivery professionals that include Developers, Agile Coaches, Scrum Masters, Adoption and Change
Management Specialists, Governance Experts, Test Automation Developers, DevOps Engineers, Cloud Architects,
and Emerging Technology Specialists. Within that team, we have several certified AWS, Azure and Agile specialists
and our investments in continual learning ensure that our consultants are among the best in the industry. Our
flexible "Right Site" working model provides the right combination of experts to solve your problems and enables
us to deliver on-site at your office, off-site at ours, offshore in India, or a combination of these.
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